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1 Chair’'s foreword

The pirate is often seen as a romantic hero
figure, someone who steals but does so in an
honourable and victimless way. The truth is very
different.

Film piracy is the single largest threat facing the
UK film industry today. Film piracy is theft. Like
all forms of theft it has damaging financial and
social consequences. These effects may be less
immediately visible than those that stem from
the theft of a physical object — but they are no
less harmful as a consequence.

Piracy undermines the economic basis of the
film industry by depriving rights holders of the
revenues needed to fund future films, and to
provide jobs in our industry. Piracy cheats
consumers by duping them into paying money
for a product which is often of extremely poor
quality. Piracy also provides illicit revenues to
those engaged in a range of organised criminal
activities at home and overseas.

The problem of film theft is now growing at an
alarming rate. In 2001, the number of illegal
video products seized by the Federation Against
Copyright Theft (FACT) was 314,000. This figure
almost doubled in 2002 to 607,000 units, but
in 2003 the total number of films seized rose to
nearly 2 million units; a 223% increase on the
previous year. Increasingly these problems are
also transferring into the digital world by
copying and file sharing on the net. This level of
damage and loss to our industry is simply
unsustainable.

That is why the UK Film Council, the
Government’s strategic agency for film, has
established an Anti-Piracy Task Force. The Task
Force brings together the key stakeholders in
the UK film industry to deliver a joined-up anti-
piracy strategy in the UK to reduce film theft
and to build public awareness of the
importance and benefit of copyright
protection.

This report maintains that film theft must be
tackled using all available means. There is need
for urgent action from both Government and
the film industry itself, but there is no single
magic bullet. The solutions involve, among
other things, tougher legislation, education of
consumers as to the economic and social
consequences of piracy and in the long term a
rethinking of our business models to enable
consumers to buy legitimately what is currently
being stolen.

Also the film industry needs to prepare for
future sale and rental of films digitally through
broadband and via the internet. This report is
intended to help inform the debate. Failure to
confront this challenge will also result in
serious damage to our film industry.



Of course, the real challenge is to ensure that
the legitimate rights of citizens and consumers
are safeguarded whilst ensuring that adequate
measures are introduced to enable rights
owners to protect their intellectual property.

Action is required now — at this point our
industry has everything to lose.

Nigel Green
Chairman
UK Film Council, Anti-Piracy Task Force
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2 Executive summary

The ability to generate intellectual property
increasingly represents one of the keys to the
success of a modern economy. The protection
of intellectual property rights, such as those
generated by film and other creative industries,
is therefore one of the keys to enhancing overall
economic competitiveness.

Equally, the protection of the rights created by
an industry such as film is in the interests of
citizens and consumers. Without such
protection the economic basis of an industry
like film — which depends on a virtuous circle in
which revenue is recycled as investment capital
for future projects — will be undermined. This
will ultimately lead to a decline in the variety of
projects made and a reduction of choice and
cultural diversity in the market.

In an era when digital technology is increasingly
important across the film sector, one of the key
challenges for the industry and for policy-
makers is how best to maximise the ability of
that technology to offer films to consumers
with a greater degree of choice and
convenience, while also ensuring the protection
and enforcement of intellectual property rights.

Equally, it is important to ensure that the
potential of digital technology to enhance
creativity and innovation is maximised, without
undermining the value of rights.

The Government has recently created a Creative
Industries Forum on Intellectual Property to
discuss how best to meet the opportunities and
threats that rapid technological developments

are generating for the UK's Creative Industries
sector. It is a cross-Government body -
including the devolved administrations — and
industry, and brings together key players from
across the sector. The challenges posed by
piracy and file-sharing are high on the agenda
of the Forum.’

Physical piracy and the illegal transmission of
films through file-sharing networks are major
concerns requiring urgent attention.

In recent years, physical piracy activity at the
professional criminal level in the UK has been
increasing. In 2003, the number of illegal video
products seized by the Federation Against
Copyright Theft (FACT) increased to nearly 2
million units, a 223% rise as compared with
2002.

Physical piracy costs the film industry in the UK
hundreds of millions of pounds every year. The
UK has one of the highest piracy rates in
Western Europe. According to the Motion
Picture Association (MPA), only Austria and
Germany had a higher percentage of DVD and
video piracy in 2003.

The methodology used to quantify the losses
caused by piracy is in need of improvement. It
is possible, therefore, that current figures could
significantly underestimate the impact of piracy
on the UK film industry.

The pace of change of digital entertainment
technologies is accelerating. This means that
any response to the threat of piracy must be



sufficiently flexible to respond to fluid likely
changes in technology. The growing threat of
copyright theft also extends to digital TV
services and the Internet. Peer-to-peer (P2P)
Internet filesharing networks are increasingly
used as a means of illegally downloading films
for free. The growth of P2P and broadband
(which facilitates the exchange of large files)
presents serious challenges to the attempt to
protect the value of film rights.

Equally, however, these developments offer an
opportunity to create new business models
which provide consumers with a legitimate and
convenient means to download films. The
development of Apple’s i-Tunes service and of
other models for downloading music illustrates
the ways in which digital technology can be
used to provide legitimate services which offer
increased convenience for the consumer at very
little marginal cost to rights holders.

This report considers both the scale and extent
of copyright theft and means of countering this
threat. Measures to combat piracy are reviewed
under five headings:

1 The legal framework;

2 Enforcement;

3 Security measures;

4 Education and consumer awareness; and
5 The development of new business models.

As a result of this review, we have made 30
recommendations for Government, the

industry and Government-backed and other
stakeholders on how these measures could be
improved. The most important of these are
summarised below.

Recommendations for the
UK Government

e Make it legally possible to extract financial
damages from those pirating film by extending
the legal concept of ‘exemplary’ and ‘statutory’
damages to cases of copyright infringement.

e Introduce a comprehensive package of
legislative reforms designed to curb the sale of
pirate products at street markets, car boot sales
and via other forms of informal trading.

e Make the act of camcording a film in a
cinema a criminal offence.

e Through the Creative Industries IP Forum,
and working in conjunction with Ofcom and
other appropriate organisations, promote the
development and spread of open cross-
platform global standards related to Digital
Rights Management (DRM).

e Recognise that the Government target for
“the UK to have the most extensive and
competitive broadband market in the G7 by
2005” needs to be supported by
complementary measures which ensure
protection of intellectual property rights.?

e Ensure that the Patent Office’s national IP
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enforcement strategy remains sufficiently
flexible to respond to changes in the sourcing
and supply of illegally copied films.

e Through the European Union, prioritise co-
operation with other EU Governments to
further harmonise regulatory and anti-piracy
enforcement measures.

e Work with other international trade
organisations (eg the World Trade
Organisation) as appropriate to encourage
enhanced protection of intellectual property
rights across the globe, especially in those
countries which have been identified as
significant sources of pirated material.

e Ensure that the Creative Industries IP Forum
on Intellectual Property results in a productive
dialogue between rights holders and Internet
Service Providers on the most effective means
to stem piracy.

Recommendations for the
film industry

e Work with the Government's Creative
Industries IP Forum and individual Government
departments to develop a strategy to deal with
unauthorised Internet P2P filesharing that fairly
balances consumer interests with the legitimate
rights of the industry to exert copyright
ownership and contain misuse.

e Through the relevant trade associations,
work with Ofcom, the UK Film Council and
other relevant stakeholders to ensure that
regulatory barriers to the development of new,
legitimate business models for the online
delivery of film are minimised.

e Through the relevant trade associations,
work with the bfi, Film Education, First Light
and other appropriate organisations to help
ensure that young people are aware of the
damage that piracy can inflict on their
enjoyment of films.

Recommendations for other
public sector organisations
and trade bodies

e Consult with all relevant stakeholders and
with research experts on developing improved
methodologies to quantify the scale and
impact of all forms of film industry piracy,
paying particular attention to the impact of
Internet P2P filesharing.

e Develop best practice security procedures for
the handling of film prints and digital materials
throughout the production process and make
these procedures a condition of support
schemes administered by the UK Film Council
and other public sector funders. These
procedures to build upon the Film Print and
Digital Disk Management Protocol published by
the Film Distributors Association in July 2004.

e Further develop public campaigns to
highlight the dangers of piracy, in particular
focusing on the links between piracy and
organised crime, the illegal nature of piracy and
file-sharing; the threat to the development of
creativity and culture in the UK and the dangers
of unsuitable material becoming available to
children and teenagers younger than 18.

e Through the UK Film Council, forge links with
EFAD (the forum of European Film Agency
Directors) to further European co-operation in
the fight against copyright theft.

e The UK Film Council to convene discussions
to consider ways to expand the financial
resources available for enforcement activities.

Our report also includes a review of the many
lessons to be learnt from the experience of the
music industry in the face of digital piracy. Two
of these are of critical importance:

e Take into account the industry’s relationship
with the consumer, and manage consumer
expectation more skilfully.

e Don't wait; act now.



3 Introduction

Piracy has long been a major cause for concern
for the global film industry. Since the
appearance of the videocassette in the 1970s,
the illegal manufacture and sale of pirated
movie content has increased enormously.

However, while until recently movie piracy has
been a ‘physical’ activity using analogue
technology, the digital revolution has triggered
a quantum leap in the means of copying and
disseminating copyrighted works. With the
advent of the Internet and the accelerated
development of  ’‘off-the-shelf’ digital
entertainment and PC technologies, it is now
easier than ever to illegally copy and distribute
film content. This applies both to copying by
large-scale criminal organisations and to illegal
copying by consumers.

In short, the digital age, has brought with it a
startling array of threats and challenges. If
these threats and challenges are not addressed
they could have extremely serious
consequences for the film business, and for the
diversity of film culture, across the globe. To
this end, this report evaluates the task ahead
for the UK film industry, as it squares up to the
challenge posed by film theft in the early 21st
century.

There are five key sections to this report:

e An examination of the current climate of film
theft as it impacts the UK film industry, with a
special focus on the emerging threats from
online piracy and Internet filesharing.

e An assessment of the measures available to
combat piracy in the UK; particular attention is
given to legal and enforcement methods. This
section also includes examination of possible
security measures, education and consumer
awareness initiatives, and the development of
new business models for the industry.

e A review of consumer attitudes and
behaviour, and how the film industry might
respond to the challenges of balancing the
rights of citizens and consumers with those of
content providers.

e Preliminary recommendations on how the
UK government, film industry and other
stakeholders in the film sector, such as the UK
Film Council and the Federation Against
Copyright Theft (FACT), can work together to
deal with the growth of film piracy.

e An appendix which includes an analysis of
the music industry’s experience — an industry
that has suffered significant losses from both
physical piracy and file-sharing over the
Internet because of a failure to act in a timely
fashion.
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4 Film theft in the UK:

the current climate

The business of film

The film industry is based on a business model
which involves a complex series of release
windows. This model maximises profits by
exploiting film content via three key interlinked
dimensions: time, technology and geography.

e Time is exploited through sequential release
windows tied to technological platform or
format (essentially, when and how the film
becomes available)

e Geography is exploited through rights tied
to territory and language (that is, where the
film becomes available), based on the territorial
nature of copyright.

As technology stands currently, this means that
a film premieres first in the cinema (the
theatrical window), then makes its way onto
DVD, VHS video and in some territories Video-
CD (the video window), before progressing
onto television — first on pay-per-view and
subscription television (the pay-TV window),
then onto free-to-air television.® In each
instance, exclusive access to a new film ahead
of the next ‘window’ in the value chain has
been considered by the industry to be critical to
maximising turnover.

It also means that a film becomes available in
some territories earlier than it does in others.
For practical reasons, most films are released
earlier in the US (the largest single revenue
generating country for film) than Europe or
indeed the rest of the world. However, over

recent years there has been a steady reduction
in the time lag between the US theatrical
release and theatrical release elsewhere — and
indeed some movies are now released more or
less simultaneously in all key global territories.

This business model has been developed over
decades as a commercially viable way of
generating a sufficient return on investment to
protect filmmakers against the risks inherent in
bringing new movies to the market, many of
which do not make a profit. Indeed, not every
project that is developed becomes a motion
picture and not every film that is produced is
profitable.  According to the MPA,
approximately ten projects are developed for
every major film project that is “greenlit” (ie, a
decision is made to produce a motion picture
based on that project), and four out of every
ten films do not recoup their total production
and distribution costs.

Production costs are not recouped from
theatrical revenues alone?; rather production
costs, as well as overhead and the costs of
those projects that have been developed but
not produced, are recouped from all media and
markets in which the film is exploited. If any
medium or market is cannibalised or destroyed
by piracy, the loss is felt not only in that market,
but in all subsequent distribution markets, and
the amount of money available for production
of the picture at issue (not to mention
recoupment of development costs and losses
on non-profitable pictures) are similarly



reduced. The consequence is that these lost
revenues must be recovered from other
markets (ie prices are increased) or quality
reduced, all to the ultimate detriment of the
consumer.

An example of how consumers can lose out
due to piracy and of how it can threaten
cultural diversity comes from Stefan Arndt, the
producer of the highly acclaimed German film
Good Bye, Lenin!. Arndt recently reported that
piracy had caused him losses of about

3m and that, as a result, he had had to cancel
four film projects by new filmmakers — thus
depriving consumers of viewing productions
from fresh talent. Prior to the DVD release of
Good Bye, Lenin! last September, it is estimated
that some 770,000 German households owned
pirate copies of the film, either downloaded
from the Internet or purchased on pirate
optical disc.

The film industry is an important component of
the UK economy and cultural life. By the end of
2003, according to Screen Digest calculations,
the sector had a turnover of approximately £5
billion annually.

In 2002, the UK exhibition sector recorded its
best box office for 30 years, with 175.9 million
cinema visits. Figures released by the Cinema
Advertising Association (CAA) showed a 13%
rise in admissions over 2001. In 2003, the total
revenue was £742 million.

Even more successful in revenue terms has

been the UK video/DVD sector, which is
Europe’s largest video market. Thanks to the
phenomenon of DVD, UK consumer spending
on video (both retail and rental) passed the
£2.5 billion mark in 2002. By end 2003, the
market was generating £2.9 billion. Though
demand for other genres, such as children’s
and music, is increasing, feature film still
dominates DVD/video.

The UK also has Europe’s largest pay-TV market
(and the second largest globally). As of end
2003, there were more than 13 million UK
digital television households, largely driven by
the strategic dominance of BSkyB's satellite
platform, Sky Digital, which accounted for just
over half the total figure.

Put simply, exploitation of film via television
takes place in three sequential stages: pay-per-
view (PPV), pay-TV and free-to-air TV.

PPV is a system whereby consumers order a
one-off screening of a film via the remote
control (or by making a telephone call) for a
single fee. In comparison to the cinema and
video businesses, PPV is still in its earliest stages
of life. In 2003, PPV movies generated an
estimated £96 million in the UK.

Pay-TV in contrast is based on a subscription
model. Subscribers to a movie channel package
are provided with unlimited access to a range
of pre-scheduled film titles. In November 2003,
Sky announced that it had signed 5 million
subscribers to its movie channels (equivalent to

Film theft in the UK | 11
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around 80% of total customers), making its
film service the most popular outside of the US.

Free-to-air television is generally considered the
final point in the value chain, where films are
broadcast on one of the five terrestrial TV
channels.

It is worth noting that, while the growing
revenues generated by the different
distribution elements that comprise the UK film
industry are impressive, these gross numbers
do not always translate into similarly impressive
profitability. Indeed, the economics of the
industry can often be fragile, particularly as the
cost side of the business continues to escalate.
From this perspective, the threat of piracy and
the spectre of associated lost revenues is an
especially worrying prospect.

Film piracy in the UK

Piracy at any stage in this process can cause the
film industry to sustain heavy financial losses
across the whole value chain. If consumers are
able to acquire and view a film title illegally, the
incentive to see and acquire that film by
legitimate means is diluted; whether in the
cinema, on DVD/video (rented or purchased),
or pay-TV. Also, the logical extension of this
argument is that the earlier the pirated copy
appears in a film's business lifecycle, the
heavier the potential revenue loss is likely to be.
Essentially, the earlier the act of piracy is, the
greater is the number of ‘windows’ of
exploitation that become vulnerable to
diminished revenues.

Physical piracy

Physical piracy, as it stands at the moment, is
the manufacture and distribution of illegally
copied movies on either videocassette or
optical disc (mainly DVD, DVD-R and CD-R).
These illegal copies are typically traded in high
street shops (as ‘under the counter’ trade), on
the Internet, in street markets and car boot

sales, or by vendors operating on the street.
Physical piracy is of particular concern to the
movie industry, given that the home video
market is the most lucrative single window in
the film value chain.

There are two main sources for this type of
piracy:
e Professional piracy operations

e Consumer home copying

Professional piracy

Large-scale professional piracy, usually the
domain of organised crime, with profits being
channelled into other criminal activities, has
received considerable legal attention in recent
years (examined in the next chapter). The Asia
Pacific region has been identified as a key base
for importing counterfeit films into the UK.
According to the Federation Against Copyright
Theft (FACT), the main sources of imported
pirate DVDs in the UK are now Pakistan (36%),
Malaysia (31%) and China (14%). Pakistan has
now become one of the world’s leading
exporters of pirate optical discs of all kinds and
is known to have eight illegal facilities in
operation. In 2003, these facilities produced
upwards of 180 million discs, far in excess of
local market demand. Pakistan’s socio-
geographical position in the Middle East makes
this of exceptional concern. According to local
sources, optical disc piracy appears to be taking
over from drug trafficking as a low risk high
yield source of revenue for criminal elements in
Pakistan and, according to some sources, by
international terrorist groups.

FACT representatives have stated that film
piracy in London is believed to be feeding
Chinese organised crime and human
trafficking.

More recently, Russia has joined the ranks of
those countries supplying large amounts of
illegal copies of films. The Motion Picture
Association (MPA) has estimated that Russian
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DVD plants are capable of manufacturing
about 200 million DVDs a year. Over the past
two years, there has been a major surge of
large-scale factory production of DVDs in
Russia. The latest numbers indicate that there
are now at least 34 DVD lines (both legal and
pirate) in the country. Russia has become one
of the world’s largest producers and
distributors of pirate optical discs of all kinds.
This production has devastated the domestic
market and is now threatening markets
throughout Europe and beyond. In 2002, the
film industry’s local anti-piracy organisation,
RAPO, seized over 226,000 pirate DVDs in raids
on warehouses and outlets across Russia; in
2003, this number exceeded 1.4 million DVDs.
Despite vigorous enforcement activities by
RAPO and, more recently, ex-officio actions
against pirate DVD plants (four have been
raided since the beginning of 2004 and over
3 million pirate DVDs seized), barely a dent has
been made in the problem, despite significant
political pressure on the Russian Government.

Piracy activity at the professional level in the UK
appears to have been increasing. The most
reliable indication of this is the rise in the
number of counterfeit products seized by FACT.
In 2001, the number of illegal video products
seized by FACT was 314,000. This almost
doubled in 2002 to 607,000 units, but in 2003
the total seized rose even further, close to
2 million units; a 223% increase on the
previous year.

Whilst it is likely that FACT's operations are
becoming increasingly effective, and therefore
successfully confiscating a greater proportion
of the pirate product that is distributed, it is
very reasonable to assume that the escalating
volume of product impounded is indicative of
an underlying growth in pirate traffic.

A key trend has been the move towards DVD as
the pirates’” medium of choice. In 2001, less
than 30% of the counterfeit product seized in
the UK was on DVD. During 2002, the DVD
proportion of the total increased to 57%, while

FACT total seizures of
counterfeit products (2003)

FORMAT SEIZED
VvCD 120,722
VHS 86,501
DVD-R 178,577
DVD COMPILATION 2,515
DVD 1,573,510

Total DVD format seized 1,754,602

Source: FACT

in 2003 DVD became the dominant pirate
format accounting for more than 90% of all
confiscated products — that is, 1.75 million
DVD units.

This figure of 1.75 million units compares with
around 145 million DVDs sold legitimately in
the UK last year — seizures thus representing a
little over 1% of legitimate sales in volume
terms. However, as discussed below, it is very
difficult to extrapolate from numbers
confiscated to the number of pirate products
actually sold. Nevertheless, based on the MPA
estimate that the UK piracy rate is 20%, the
number of pirate DVDs sold in the UK last year
was 36.25 million. This implies that FACT
seized less than 5% of the counterfeit DVDs in
circulation.

Of the total seizures made by FACT, about 50%
are made as the illegal items enter the country
— as a result of joint actions with Customs and
Excise authorities®. The remainder is divided
roughly 50:50 between seizures made while
pirate product is being stored (in warehouses,
garages, houses, etc) and seizures made at the
point of sale.

Pirate product is primarily sold via the 7,000
‘occasional sale’ venues that are estimated to
operate on a regular basis across the UK. These
consist primarily of unlicensed street markets,
computer fairs and so-called ‘car boot sales’.




In addition to imported pirate DVDs, there is
also an active business in burned CD-Rs, and
DVD-Rs (single use recordable DVDs used with
PCs and consumer recorders). In 2003, FACT
seized over 178,500 DVD-Rs and 549 DVD-R
burners (compared with 85,353 DVD-Rs and
43  burners in 2002). These discs,
manufactured in small labs and often mastered
from imported pirate product or from Internet
downloads, are a fast-growing problem. In
May 2003, FACT conducted a controlled
delivery of DVDs seized by Customs and
discovered a storage facility containing over
100,000 pirate DVDs and a DVD-R burning lab
with ten DVD-R burners.

There is a big variation in the quality of pirated
content. Since pirated copies are made illicitly,
the finished article often has poor visual and
audio presentation. This of course largely
depends on the source of the original master
copy, an issue that is further examined below in
the context of Internet piracy, and also in the
next chapter in the context of security
measures. In many cases, however, the
customer who buys a pirated DVD or VHS
cassette is left with a poor image captured in a
cinema by a handheld video camera, complete
with ambient cinema noise and people walking
past the screen.

Consumer home copying

Consumer home copying on the other hand
poses a far more difficult activity to assess as a
potential threat to the film industry. In the mid
1990s the analogue home VCR was the only
consumer device that enabled illegal copies to
be made in the home. The only way to do this
was by ‘back-to-back’ copying’; connecting
two VCRs together via an analogue cable, one
set to play, the other set to record.

Less than ten years on, the home recording
environment has changed dramatically. The
digital revolution has resulted in a variety of
new digital recording devices appearing on the

market, most of which are linked either to the
TV or the PC and which simplify home
recording.

In the TV-based environment, consumer
electronics manufacturers launched two key
technologies in 2001: the consumer DVD
recorder, and the hard disk-based personal
video recorder (PVR). In the right
circumstances, both technologies can allow the
consumer to make perfect or near-perfect
copies of DVDs and videocassettes.

With prices heading below £200, the number
of UK households with a DVD recorder is
growing fast. At the end of 2003, there were
approximately 260,000 UK homes with a
consumer DVD recorder. In 2003 alone,
according to Screen Digest’s calculations based
on market data, there were 187,000 DVD
recorders sold. It is expected that the number
of UK DVD recorder households will pass
1 million in 2004, with the device becoming
the must-have affordable consumer electronics
item of Christmas 2004.

The PVR market meanwhile has been slower to
grow, but is starting to show significant signs
of life as the hard disk recording function is
increasingly embedded in digital TV set-top
boxes (for example, BSkyB earmarked £20
million in late 2003 to push its ‘Sky+" PVR
service), VCRs and DVD recorders. Screen
Digest estimates that there were 250,000 PVR
households in the UK by the end of 2003.

Home copying of DVDs and other digital
audiovisual content is in part possible due to
the phenomenon known as the ‘analogue
hole’. This refers to the fact that all connections
to TV sets (as well as to other devices like VCRs)
are analogue. Regardless of the fact that
modern home entertainment appliances like
DVD players and pay-TV decoders are digital,
their output must be converted from digital to
analogue in order to display them on a TV set.
Moreover, because DVD players are optimised
to deliver the best possible (analogue) picture
and sound quality to the TV set, they can
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potentially provide a high-quality analogue
source for copying to a blank DVD. The
resulting copied DVD will have none of the
digital copy protection of the original DVD and
can thus be used to make an infinite number of
further perfect digital copies of this single
analogue copy. Exploitation of the ‘analogue
hole’ in this manner can also be used to make
digital file copies for further circulation on the
Internet.

For DVD, there are two main technical options
for ‘plugging’ this ‘analogue hole’. One is a
proprietary copy protection system developed
by the firm Macrovision, which has also been
used for many years to protect some pre-
recorded VHS releases. Some, but by no means
all, DVD movie releases utilise this Macrovision
system. The other option is a non-proprietary
system (ie free to use without paying a further
licence fee) called CGMS-A (Copy Generation
Management System for Analogue signals)
that is part of the DVD specification. However,
some DVD players do not correctly implement
CGMS-A and, therefore, do not properly signal
to recording devices whether or not a signal
can be copied®. These players effectively make
this form of copy protection useless’.

The bottom line is that it is possible to make
high-quality copies of some commercial DVD
movies by connecting an off-the-shelf DVD
player directly to an off-the-shelf DVD recorder
or PC-based DVD writer with a simple cable.

The PC environment has developed at an even
faster pace. Advances in computer peripherals
and software allow for affordable and efficient
recording (usually termed ‘ripping’ in the PC
environment) of DVDs using a standard home
computer. The content can then be burnt onto
blank CDs or DVDs using off the shelf CD/DVD
writer devices, which now come as either
standard with new PC purchases, or can be
acquired at retail for around £99. Copying of
DVDs using a PC can either be done via the
‘analogue hole’ described above, or using
technology that allows a direct digital copy of
the DVD to be made. One company has sold
almost 1 million copies of a software
application that enables DVDs to be copied
with a PC,® and similar software can be found
for free on the Internet®’. The threat posed by
the home computer comes into its own in the
context of Internet piracy (see below), since it
makes it very easy for the consumer to generate
physical copies (CD or DVD) of illegal movie
downloads.

BUK TV-based DVD hardware: HH with at least one DVD player or recorder (m) ‘
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In February 2003, research firm GfK conducted
a survey of 10,000 German households,
looking at consumer reasons for buying
CD/DVD recording hardware, and their
recording habits. Of those surveyed, 22.5%
responded that recording downloaded movies
onto an optical disc was at least an ‘important’
reason for purchasing the hardware.
Meanwhile, 55.7% responded that they record
downloaded films from the PC to a blank CD.

A subsequent study by GfK for the German
Federal Film Board in September 2003
concluded that 58.5% of downloaders burned
the films onto CD-R discs and 7.4% burned
them onto DVD-R discs.

However, consumer home recording raises
difficult issues in a public policy context. The
issue of commercial versus private copying
goes to the heart of how the concept of piracy
itself is defined. It seems difficult to argue that
casual home copying is an activity with serious
deleterious commercial consequences. At what
point does legitimate copying end and piracy
begin? For example, if a consumer purchases a
legitimate copy of a DVD, and then makes a
'back-up’ copy for personal use, is this to be
considered unlawful piracy or a legitimate
right? Indeed, should there be any concept of
legitimate home copying at all?

The issue of the balance between individual
freedom and the interests of the film industry is
a sensitive one. This is addressed more
thoroughly in the examination of the legal
measures to combat piracy.

The loss to the industry

Measuring the losses to the legitimate industry
from piracy — even physical video piracy which
is more established — is an extremely difficult
exercise. According to FACT", actual revenue
loss to the UK film industry at a retail level in
2002 was £400 million, significantly higher
than the figure in 2001, which was £330
million. FACT equates this figure to mean that

UK piracy levels are somewhere between 20-
30% of the video market. According to the
MPA, 2001 and 2002 estimated piracy levels in
the UK were fairly steady at around 18%, with
the level rising in 2003 to 20% (with estimated
US industry losses rising from $40 million in
2001 to $120 million in 2003). These apparent
discrepancies over figures underline the fact
that coming up with reliable estimates is a
difficult — but crucial — task.

Because the scale of the losses occupies such a
central role in the arguments, the imperative to
develop more robust and consistent
methodology is stronger than ever. There is a
good case for having a defensible methodology
based on reasonable assumptions that is used
on a consistent basis by all organisations
concerned. Current methodological
approaches used by the industry to measure
the impact of piracy are in urgent need of
revision.

For instance, the widely quoted concept of a
video ‘piracy rate’ can be a difficult one to pin
down and is certainly open to
misinterpretation. The MPA maintains that its
piracy rate is a measure of volume and a
percentage of the sum of the legitimate and
pirate markets.

In the past there may have been a tendency to
assume that all pirate video copies sold at a
pirate street price represent a lost legitimate
sale at a full retail price — and calculate the loss
accordingly. However, it appears extremely
unlikely that such a one-to-one relationship
exists. In other words, it is far from self-evident
that a consumer who buys a pirate DVD at £5
would have bought a legitimate copy at £15 if
they had not been offered the pirate version.
Nevertheless, the Chancellor of the Exchequer
put the average value of every DVD seized by
HM Customs & Excise in 2003 at £15.25 and
the corresponding average value of
videocassettes seized at £8.69'%.

There is also some uncertainty over exactly
what element of lost business is being
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calculated. Some sources quote losses in terms
of retail sales values, while the MPA's version of
losses appears to equate only to losses suffered
by the US film industry itself. This seems to be
based on an estimate of the US share of the
legitimate market and the wholesale price
(rather than retail price) of legitimate products.

For example, the MPA's stated methodology on
calculation of losses' says that “the number of
stores that rent pirate video product and the
number of shops and vendors that sell pirate
video product are multiplied by the average
number of pirate video product rented or sold
per shop or vendor each year”. However, no
explanation is given as to how the number of
pirate vendors is arrived at, nor is it indicated
how the average number of transactions per
pirate vendor is estimated.

The MPA then goes on to take “the resulting
total number of pirate video products sold and
rented each year in the country [that] is then
multiplied by the percent of pirate video
product that would have been sold or rented
legitimately” (emphasis added). Again, no
explanation is given regarding the numerical
assumptions that underline the relationship
between sales of pirate product and potential
sales of legitimate product that could have
been made in the absence of the illicit trading.
The MPA has acknowledged that the current
position is unsatisfactory and at present its
Research Department is soliciting feedback
from MPA members on a revised methodology.

One of the most reliable and methodologically
robust indicators of the scale of the physical
piracy problem is the escalating number of
pirate copies seized by FACT in the UK and by
corresponding enforcement agencies
elsewhere. However, judging reliably the ratio
between the number of pirate copies
confiscated and the number that are still sold
through to the public by pirate traders is
extremely challenging. Moreover, the precise
nature of the relationship between pirate
transactions and corresponding lost legitimate

transactions is worthy of further investigation.

Reports on the impact of physical piracy tend
to focus exclusively on the damages to home
video revenues; there have been few attempts
to estimate the impact of any forms of piracy
on theatrical film revenues. However, there is
likely to be an impact on cinema box office
from Internet downloads that occur before, or
during the exhibition window (see next
section), as well as from the circulation of
physical pirate products that circulate in a
similar time frame. This can be particularly
deleterious for so-called ‘second run’ cinemas
(those that specialise in showing films after
their initial theatrical screening run). Indeed,
the Cinema Exhibitors Association reports that
some UK exhibitors are already suffering from
illegal pirate ‘competition’. Cinemas that serve
smaller communities are particularly at risk.

The bottom line is that lost revenues to the UK
film industry from physical piracy undeniably
runs into the hundreds of millions of pounds.
Furthermore, current estimates of industry
losses from physical piracy do not take into
account the impact of home copying — for
example, where one person buys a DVD and
makes multiple copies for friends and family
using a PC or DVD recorder. Nor do they take
into account the impact of Internet piracy (see
next section)'.

There is also a wider point about the affect of
piracy, not just on retail sales, but also on the
longer-term value of film rights, not least for the
independent producer. This may be in relation
to a specific instance of piracy. For instance, the
distribution of pirate copies of a film sourced
from a pre-release preview screening could
completely destroy the prospect of making sales
of the rights to that film to local distributors in
one or multiple territories where the pirate
copies are circulating.

At a macro level, fears about the negative
consequences of piracy could undermine
confidence in the entire film industry sector,
not least amongst the investment community.



This could result in real falls in the valuations of
entire companies and particularly to the long-
term value of film libraries and film rights
generally.

Moreover, commercial losses suffered by the
film industry due to piracy will weaken the
economic viability of the entire sector and
ultimately result in the loss of jobs throughout
the value chain (studios/infrastructure,
production, post-production, distribution,
exhibition, retail, etc). Reduced revenues will
also result in reduced tax revenues (both
corporation tax and VAT) for the Government.
The Chancellor of the Exchequer currently
makes no estimates of the losses it suffers from
film piracy®.

And not all ‘loss’ from piracy is financial. Film
also plays an important cultural and social role
in society. For example, one of the problems
caused by pirated titles finding their way into
UK homes is that they will not have been
certified by the British Board of Film
Classification (BBFC). This is especially true of
those titles that hit the streets, or are available
for download, ahead of their UK theatrical

release. This creates serious issues of underage
access to unsuitable films, especially in the
Internet environment (where many users are
under 18).

Internet piracy

The UK broadband market is growing very
rapidly. By end 2003, there were over 3 million
broadband enabled UK households, a number
set to pass 12 million by 2008 — by which time,
according to Screen Digest, the UK will have
the largest number of broadband subscribers in
Europe. Significantly, broadband has brought
with it a new threat to the film industry — the
prospect of Internet piracy.

One line of argument from sceptics has been
that, unlike music files, feature film files are too
large to be downloaded efficiently. Therefore,
they contend that there is not only an aesthetic
disincentive (“who wants to watch a movie on
a PC screen?”), but also a technological one
("who wants to wait several hours to download
a movie when it is much easier to go to the
cinema/video store/retail outlet?”). Many also
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argue that, while most music consumers like to
play the same content multiple times, film
consumers want to watch a movie only once or
twice — and therefore have less incentive to
download them. As technology develops, these
arguments become less persuasive.

In November 2002, the regulatory body OFTEL
conducted a broadband survey that found that
only 1% of subscribers had signed up to the
service with movie downloading as their main
intention. This equated to around 10,000
broadband homes at the time.™®

A year on, the situation seems to be changing.
Cable operators NTL and Telewest are now
offering higher broadband speeds (1Mbits/s
and 2Mbits/s respectively) that enable the
downloading of movies in around two hours,
with British Telecom already piloting its own
1Mbits/s connections. And according to a 2004
survey'” commissioned by the British Video
Association (BVA), Film Distributors’
Association (FDA) and British Phonographic
Institute (BPI), 4% of weekly UK Internet users
have illegally downloaded a feature film.
Figures show a corresponding 2% drop in DVD
purchases with a calculated loss in sales of £46
million in 2003

Also, digital compression technology is
improving, meaning that movie files are getting
ever smaller. New compression formats'® are
able to reduce a 4.7Gb DVD down to a file size
as low as 700Mb — small enough to download
in two to three hours using a standard
512Kbits/s broadband connection, and to fit
on a standard CD-R. On a normal TV set, the
downloaded movie looks much like a VHS
recording (or sometimes better).

Access to free content appears to be a major
source of motivation for those who seek out
illegal copies of a film. In GfK’s 2003 German
survey, 71% of respondents said that getting
the content for ‘free’ was an important reason
for downloading feature films. The threat of
Internet piracy has been sufficiently serious to

persuade the US studios to investigate and
invest in business models exploiting direct
Internet movie delivery — resulting in the launch
of ‘Movielink” in November 2002, supported by
all the major studios except Fox.

P2P filesharing

Internet piracy has two main public distribution
‘channels’: specialist websites, and peer-to-
peer (P2P) filesharing networks. Whilst the
former, such as Film88.com, have been easy to
identify (operating out of countries such as Iran
and Malaysia via the Netherlands) and shut
down, the latter have been far more
anonymous, difficult to combat and are
exploding in popularity.

However, before pirate content reaches these
public channels, it is usually distributed via
more secretive means. Typically, when a stolen
media file is first uploaded to the Internet it is
made available on a private site, access to
which is closely guarded by a relatively small
group of hacker-type enthusiasts. The next
stage is usually for the file to be communicated
further via news group and chat ‘channels’.
Only then is the file usually uploaded to P2P
networks. The US anti-piracy company
MediaDefender estimates that only 20,000-
30,000 people have access to these private
sites, while around 100,000 use the relevant
news groups®. Only when the file in question
reaches the P2P networks does distribution
explode. The most popular P2P filesharing
client Kazaa has around 3 million users at any
given moment.

P2P filesharing is a relatively new phenomenon
with its roots firmly planted in the late-1990s.
For a whole generation of young technology-
savvy adults and teenagers, file sharing,
whether legal or otherwise, is now an
acceptable mode of obtaining film and music
content. Alongside this development the
number of homes that are able to burn these
films onto CDs and DVDs has also been rising —



thus the threat is physical as well as virtual.

P2P networks have gone through at least three
main generations of technology in their short
history, each new one making the sharing of
large movie files easier and at the same time
becoming harder to police. Napster was the
original first-generation P2P network and
application that popularised the concept to
millions of users around the world. This was
followed by the second-generation network
Gnutella that advanced the technology by
removing the requirement for the centralised
servers used by Napster. Although the latter
was efficient and user-friendly, it made policing
easy — just a question of shutting down the
central servers that indexed the files held on
users’ own machines. By contrast, the Gnutella
network was completely decentralised and
connected users directly to each other without
the need for a centralised server.

Third-generation P2P technology has taken the
Gnutella concept a stage further by improving
the efficiency of the networking process and
enhancing file transfer speeds as well as cutting
the time required to search for desirable files.
The most important third-generation P2P
network is called Fasttrack. A number of client
applications have been developed to use this
network, including Kazaa, Grokster and
Morpheus.

Sharman Networks, the company behind the
Kazaa application, has recorded over 250
million downloads of its software worldwide,
citing 60 million regular users around the
globe. Though there has been a recent dip in
Kazaa's numbers, this has been attributed to
the appearance of a new generation of
applications. This latest generation of
applications are specifically designed to
facilitate the downloading and sharing of large
files, such as films. Examples of these new
protocols are BitTorrent, Overnet and
eDonkey?'. The latter saw its user-base triple to
1.8 million in 2003.

It should, however, be noted that the new P2P
services are claimed not to be solely designed
for illegal distribution of content — one of the
factors that have made legal attempts to shut
them down largely unsuccessful — so far®.
Sharman Networks is an example of a P2P
company encouraging legitimate use of its
product. In 2003, its US-based digital content
partner Altnet struck a deal with IndiaFM.com,
a popular Bollywood website, to make available
paid-for downloads to Kazaa users of movies
from 35 Bollywood producers. The first title,
Supari, was made available in November 2003
for $2.99. The downloaded file is encoded by
proprietary copy-protection solutions, and self-
destructs after viewing.

But the fact is, in the P2P environment, getting
illegal movies for free on the Internet has never
been easier. Within a single day of release, The
Matrix Reloaded, which had a tight security
cordon drawn around all preview screenings
(including the banning of all electronic
devices), was available on Kazaa, and attracted
approximately 200,000 downloads within the
first week. Similarly Disney’s Finding Nemo and
Fox's Daredevil found themselves on P2P
networks within one day and three days
respectively of their theatrical release. One of
the earliest victims was Star Wars Episode II:
The Attack of the Clones, available in 2002 on
P2P networks a week before its premiere.

The emphasis from downloaders throughout
appears to be access to new and blockbuster
content. In December 2003, according to
BayTSP, a digital tracking firm serving some of
the US studios, Terminator 3: The Rise of the
Machines was the most widely available film on
P2P networks, with 57,008 locations available
for download (this, says the company, was a
slight decline from 62,827 locations in
November).

P2P filesharing also seems to be acting as a
‘preview’ process by some downloaders. In
2003, for example, Universal Pictures’ The Hulk
was leaked onto a P2P filesharing network
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more than two weeks before its official
premiere whilst special effects on the movie
were being completed. The critical panning of
the movie that followed on Internet chat sites
was, according to sources at Universal Studios,
responsible for what it called a relatively poor
$62.6 million opening weekend in the US
(which ironically was a record June opening
weekend). Notably, it was an opening that was
disappointing enough to knock 12% off Marvel
Comics’ share value on the New York Stock
Exchange.

Sources of internet piracy

The Hulk case highlighted another significant
issue. An individual involved in marketing the
movie leaked the copy that found its way onto
the Internet. The culprit was eventually tracked
down by the FBI and prosecuted. But the affair
cast light on the extent of leaks within the post-
production and distribution process.

According to a recent study? by AT&T Research
and the University of Pennsylvania, over 77% of
all illegal movies on P2P networks are the result
of ‘insider leaks’. That is, employees
somewhere along the filmmaking chain ripping
and uploading ‘screener’ copies intended for
non-commercial use. The AT&T study
conducted an 18-month empirical analysis of
P2P filesharing networks, looking for a random
selection of film titles in the US box office top
50 between 1 January 2002 and 27 June 2003.
The resulting data, compiled from an eventual
312 movies, were interesting. Of all films, 77%
were sourced back to within the filmmaking
and distribution process, as set out above.
According to the same piece of research, over
90% of movie content available on P2P
networks is before the US DVD release.

The AT&T listed the following as points of risk
in the filmmaking chain:

e Unauthorised copying of a movie in the
editing room or nearby in the supply chain,
whether first cut or final product. These copies

often have small differences from the released
version or include incomplete audio or visuals.

e Unauthorised copying of a critic's advanced
copy of a movie. This may have the text
"“Screener copy only, property of some name”
appearing on the screen occasionally.

e Unauthorised copying of a promotional or
preview screening copy. This may be marked in
a similar fashion to critics’ versions.

e Unauthorised copying of an awards judge
presentation of a movie. Copies may be marked
with the text “For your consideration”.

e Digital ‘through-the-air’ video recording by a
projectionist at a cinema with aspect-correct
video, suitable exposure, and direct audio.
These copies have highly variable video quality,
but can often be very good.

e Unauthorised copying of a consumer
medium such as DVD or VHS at the factory or
any other point prior to sale. These copies are
unmarked and of near perfect quality.

The MPA has taken issue with the AT&T
research, pointing the finger more squarely at
the camcorder pirates in preview screenings,
who are reckoned by the MPA to be responsible
for 90% of all pirated films. According to the
MPA, the AT&T research is flawed because the
survey relied heavily on a single, unnamed
Internet portal to identify which films were
online and by confining their analysis to movies
available 100 days after release, the researchers
excluded the major source of online piracy,
namely camcords at theatrical screenings. This
resulted in the exclusion from the analysis of
poor quality copies, primarily those deriving
from use of camcorders in cinemas. According
to the MPA, between May 2002 and May
2003, over 50 major movie titles were stolen by
camcording prior to their theatrical release in
the US. The MPA has also criticised AT&T's
definition of industry “insider”, suggesting it
encompasses too broad a universe of people,
including couriers, ad agencies and cinema
projectionists.



Some argue that this line of argument is
inconsistent with the MPAA's efforts in 2003 to
prevent the circulation of so-called awards
‘screeners’ (preview copies of films on DVDs or
VHS traditionally sent to voting members of
various industry guilds and associations, such
as AMPAS and BAFTA, by distributors). It is
argued that this move represented an implicit
criticism of the film industry itself.** It also does
not seem to tally with some empirical evidence
showing downloads to be clearly copies of a
DVD, or telecined during the latter stages of
the filmmaking process (see the next chapter
for further analysis). Meanwhile, BayTSP, the
company that investigates unauthorised movie
downloads on behalf of several studios, says
that the largest volume of movie files available
on P2P networks are copies of commercial
DVDs — a finding that appears to contradict the
AT&T research. Clearly this is a sphere that
requires much closer scrutiny.

Perhaps the most interesting proposal to
emerge from the AT&T report, one which the
MPAA appears to be looking at in terms of the
US film industry, is a ‘chain of custody’ practice,
similar to that used by the Federal Bureau of
Investigation (FBI) for sensitive intelligence and
evidence. Such a procedure would track a pre-
release copy of a film at all times, as well as
designating individuals responsible throughout
the whole process.

The loss to the global industry from
Internet piracy

Internet piracy cannot, by its nature, ever be
quantified territorially — the repercussions are
global. At peak periods, Kazaa (currently one of
the most popular P2P services) attracts almost
5 million simultaneous users worldwide sharing
over 1 billion files. According to
BigChampagne, a firm analysing global P2P
Internet file sharing trends that spent three
years monitoring active file sharers, 7% of all
files traded via P2P networks are feature films.

A number cited by organisations such as the
MPA, from US research firm Viant®, is that
400,000 movies are downloaded illegally on
P2P networks every day. However, the
methodology underpinning that number has
been criticised by experts — and the estimate is
anyway now very old. The bottom line is that it
is extremely difficult to quantify the financial
impact of illegal Internet downloading.

However, the seriousness of the threat posed
by P2P filesharing has been finally recognised
by the US studios at least. Serious enough to
move the studios to foster the development of
legal online movie services, such as Movielink
and CinemaNow, to encourage people away
from illegal P2P channels. And serious enough
to prompt a number of studios to employ
‘cyberspace investigators’ such as BayTSP. The
latter tracks 1.5 million-3 million copyright
infringements a day worldwide. Moreover, the
MPA has mounted a global campaign to curb
Internet piracy. In 2003 alone, over 225,000
infringement notices were sent to Internet
Service Providers worldwide by the MPA's
Worldwide Internet Enforcement group, and
local programmes around the globe have
conducted large numbers of raids and initiated
many legal actions against Internet pirates.

It is worth noting that some consumer research
indicates that movie downloading actually has
a positive impact on the film industry rather
than a negative one. For instance, a study of US
Internet users conducted by Yankee Group®
found that 8% had downloaded one or more
films in the previous three months. These 13.5
million individuals downloaded an average of
3.6 movies per month, with the 13-24-year-old
demographic being the heaviest culprits.
However, when asked about their cinema-
going and video rental/purchase activity after
they started downloading, a greater proportion
of respondents from this heavy-downloader
group indicated that their frequency of cinema-
going and video rental/purchase had increased
than the percentage that said they had
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subsequently reduced this activity. Overall, 86%
of 13-17-year-olds and 87% of 18-24-year-olds
who download say they now rent/purchase
video the same or more frequently than they
did prior to the start of their downloading.

However, a similar survey conducted by the
BVA, the FDA and the BPI in the UK found
evidence of a negative impact on legitimate
business. In this survey, 18% of film
downloaders said that they were buying fewer
VHS cassettes, whilst 10% said it was adversely
affecting DVD buying. Similar percentages
seem to operate for the rental market: 13% of
those surveyed said they were renting fewer
VHS tapes, with again 10% were renting fewer
DVDs.

Indeed, subsequent UK research by TNS for the
BVA shows that downloaders are heavier DVD
buyers, but that their purchases have been
reduced by 2% due to downloading. This
suggests that, overall, downloading is having a
detrimental effect on consumer DVD buying
habits.

In another recent study by OTX in conjunction
with the MPA? covering eight countries, 26%
of users admitted buying fewer videos and
17% admitted attending cinemas less
frequently. This average figure was inflated by
particularly high results in Korea; the
percentage of UK downloaders admitting to
reduced movie buying was 12%. Moreover,
respondents were not asked if they bought
more videos or attended the cinema more
frequently after they started downloading. The
incidence of downloading movies was found to
be higher in the UK than Germany, Australia
and Japan, but lower than in Korea, France and
the US.

It is possible then that some P2P users may be
using online downloads as a way of trialling
film content — subsequently visiting the cinema
or purchasing the DVD if they like it. This is an
area that requires further investigation,
especially as the cinema and DVDs have fairly
unique selling points (the theatrical experience

and DVD quality/extras  respectively).
Nonetheless, since some consumers tend to
view films just once, this may be a moot point.

Pay-TV piracy

Pay-TV operators use technologies called
conditional access (CA) systems to attempt to
ensure that only authorised paying customers
can access their television signals. In addition to
securing payment from subscribers for
television services, these CA systems are also
intended to ensure that signals are kept within
the territorial boundaries for which programme
rights have been granted to the broadcaster.
They also perform the function of enabling
adult subscribers to control the viewing of
children and teenagers aged under 18 and
protect them from viewing unsuitable material.

CA systems are sophisticated and expensive
technologies that require significant and
ongoing investment by operators. Indeed, pay
TV broadcasters routinely spend around 5% of
their revenues on security?®, which can total
very sizeable sums.

Like any other technologies designed to protect
valuable audiovisual content, the CA systems
used by pay-TV operators have come under
attack by hackers. The latter have usually been
seeking commercial gain by selling their
circumvention solutions to consumers attracted
by the prospect of gaining access to high value
pay-TV packages for a much reduced sum.
Most of the major European pay-TV operators
utilise a smart card-based CA system?®. This
involves bona fide subscribers each being
issued with a unique smart card on which
information about their viewing entitlements is
stored. Once activated, the smart card
communicates with the decryption system in
the pay-TV set-top box and the appropriate
channels can be decrypted and decoded for
viewing.

Most pay-TV piracy in the UK and the rest of
Europe has involved the sale of counterfeit



smart cards of some form or another. The now-
defunct British digital terrestrial television (DTT)
pay-TV operator ITV Digital was hit particularly
badly by the circulation of pirate cards that
circumvented its CA system. At the peak of this
problem, pirated smart cards were widely
distributed for a one-off payment of £20-£30,
often via street market stalls. These enabled
unlimited viewing of pay TV packages that
should have cost around £30 a month. The
Chief Executive of ITV Digital estimated that
this smart card piracy cost the company in
excess of £100 million in lost revenues®.
Indeed, ITV Digital insiders consider this
problem to be one of the major contributors to
the company’s demise.

Because of the levels of technological
sophistication generally required to defeat CA
systems, the distributors of pirate smart cards
tend to be well-organised ‘professional’
criminals.  However, the relatively easy
availability of "how-to’ information on the
Internet on the subject of CA system hacking
means that there is a spectrum of pirate activity
— ranging from casual hobbyists who circulate
their hacks amongst family and friends, via
small-scale criminal production, all the way up
to ‘industrial-level” criminal activity.

The organisation responsible for combating
pay-TV piracy is the European Association for
the Protection of Encrypted Works and Services
(AEPOC). While AEPOC concedes that “it is
quite impossible to evaluate the actual size of a
so pulverized and mushrooming illegal
phenomenon”, it goes on to state “it is
reasonable to say that at least 1 bhillion is
spent yearly in the EU to buy pirate cards
and/or to get manipulated decoding
apparatuses”®'. There is no explanation or
methodological justification given for this
number in the source document, but AEPOC
suggests that the problem is getting worse not
better. It says that the comparable spend in
1996 was more than 200 million*.

Pay-TV piracy clearly affects the film industry in

the UK. The sale of pay-TV and pay-per-view
rights for British films to broadcasters around
the world has become an increasingly
important revenue stream and this is directly
threatened by signal piracy. The structure of
deals for film sales to pay-TV operators are
normally tied to subscriber numbers, so a
reduction in the number of paying subscribers
will often directly impact the revenues
returning to UK film companies.

Notwithstanding the fact that the UK has a
strong pay-TV broadcaster in BSkyB, it is
certainly the case that the economics of the
pay-TV broadcasting business can frequently be
fragile; there have been a number of company
failures as well as a general trend towards
industry consolidation. There is no doubt that
piracy is a contributing factor to this difficult
operating environment. When  pay-TV
broadcasters are under financial pressure, they
generally have less money to spend on the
acquisition of movie packages — thus directly
impacting the revenues returning to film
companies. Moreover, the failure of operators —
such as ITV Digital — reduces the level of
competition in the market, which in turn will
often tend to reduce the value of film rights (as
there are fewer parties bidding for the rights).

Another dimension to pay-TV piracy is the
impact on territorial exploitation of film rights.
When signal piracy allows widespread viewing
in unauthorised geographical regions, this may
reduce the possibilities for the same film rights
to be sold to legitimate operators in those
‘over-spill’ territories.

The "free’ availability of movies via pirated TV
services may also help reduce the market for
other films in other formats, particularly the
sale and rental of films on DVD and video.

From the perspective of content regulation, it
should also be noted that the circumvention of
CA technology removes the ability of pay-TV
operators to control access to potentially
offensive programming that could therefore be
more easily viewed by minors.
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Piracy in the UK in a
European context

Compared with its European neighbours, the
UK has a significant piracy problem. According
to the MPA, only Austria and Germany had a
higher percentage of DVD and video piracy in
2003. For example, in terms of actual financial
loss to the US film industry, given the size of
the UK video market, only Italy had a worse
record. In 2003, according to the MPA, piracy
in the UK lost the US film industry $120 million,
whilst piracy in Italy accounted for a $140
million loss.

Piracy is increasingly becoming a topic of
interest for the European Commission, the
European Parliament and the EU member
states’ governments. Important results have so
far been achieved.

On 21 March 2003, the EU Heads of State and
Governments at the European Council
approved a resolution against piracy and
counterfeiting. The declaration: “... calls upon
the Commission and Member States to
improve exploitation of intellectual property
rights by taking forward measures against
counterfeiting and piracy, which discourages
the development of a market for digital goods
and services...’

Subsequently, on 5 June 2003, the European
Parliament adopted a declaration against piracy
and counterfeiting. It was sponsored by British
MEP Arlene McCarthy and signed by 321 MEPs.
[t was a major political signal of a tougher
attitude toward piracy in Europe. Finally, on

March 9, 2004, the European Parliament voted
(by 330 votes to 151) to approve the text of the
EU Enforcement Directive, which will be finally
adopted by the Member States on 26 April 2004.

The EU Commission originally proposed the
urgent adoption of a Directive on the
enforcement of intellectual property rights in its
"Follow-up Communication” of 2000. This was
a follow-up to the Commission’s Green Paper
on Piracy and Counterfeiting of October 1998.
When the Commission’s text finally appeared in
January 2003, it had been restricted and was
limited to infringements “committed for
commercial purposes” or causing “significant
harm to the right holder”. As a result of
pressure from rights holders, however, many
features of the draft were removed or reduced,
resulting in legislation which rights holders
believe substantially improves their position in
civil enforcement proceedings although it still
does not fulfil all their aspirations. EU Member
States have 15 months in which to implement
the Directive in national law.

Member States were adamantly opposed to the
inclusion of any penal provision in the
Enforcement Directive, there being at present
litigation in the European Court of Justice as to
the competence of the Community to pass
criminal legislation. However, the EU
Commission’s Directorate-General for Justice
and Home Affairs is planning to propose a
Council Framework Decision to set minimum
thresholds for sentences in cases of piracy and
counterfeiting and to improve police and
judicial co-operation in this field.

MPA Piracy Metrics

Country Rate of video and optical disc piracy
UK 20%
France 10%
Italy 20%
Germany 22%

Estimated losses for the US film industry
$120 million

$65 million

$140 million

$100 million

Source: MPA




The future digital home

The development of digital entertainment
technologies is accelerating. Consequently, any
response to the threat of piracy must take
account of the likely future directions of
technology development.

One key future development is likely to be a
blurring of the boundaries between media that
have hitherto been distinct. For instance, while
broadband Internet has to date primarily been
associated with the PC, it is probable that
broadband will increasingly be a feature of the
TV space as well.

In the future, new digital TV set-top boxes and
receivers will increasingly be designed in such a
way that Internet services are integrated
seamlessly into the package. More and more
they will also start to include computer-type
hard disks and ever-larger measures of
processing power. As well as being connected
to the open Internet, these devices will
progressively be connected to networks inside
the home. These home networks will eventually
come to link all media devices in the home, be
they networked media products like TV
receivers or packaged media devices like DVD
players.

Over the longer term, the hard-and-fast
distinctions between TV devices and PC devices
are likely to blur. Instead, homes will likely be
furnished with a multitude of screens of
different shapes and sizes. These will probably
all be connected to at least one ‘fat pipe’ down
which will flow all sorts of digital signals,
including those we today categorise as TV and
Internet.

As far as piracy is concerned, it will potentially
be far easier to move unauthorised copies of
films around the home from one device to
another. It will also be possible to download
media files from the Internet directly to a TV
device, rather than the current situation where
a downloader has to use a PC and either watch
the movie on a small PC screen or copy it to

blank media before viewing on a DVD player.”

There will also be an increasing trend towards
portable devices that allow audiovisual media
to be consumed outside the home. Products
that allow hundreds of films to be recorded on
a video equivalent of the iPod hard disk-based
music player and viewed on the move are
already on the market. The emergence of new
categories of device like this is often
unanticipated by regulators and technologists
alike, the net result of which is that they will
sometimes ignore or bypass the copy
protection and other security systems that have
been designed for older products®. In the
future, increasingly powerful portable video
devices are also likely to be connected to
broadband networks — and hence P2P
distribution systems.

And the technology driving broadband
networks and P2P distribution will of course
not remain static. To cite just one example, a
team at the California Institute of Technology
claim to have developed a new data transfer
protocol for the Internet fast enough to
download a full-length DVD movie in less than
five seconds®. At the same time, compression
technology is moving on rapidly, so that the
size of the file to be downloaded is decreasing
all the time, while the picture quality keeps
improving.
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There are several methods available to
government and industry to combat piracy:

e Strengthening the legal framework;
e Improving enforcement efforts;
e Enhancing industry security measures;

e Improving education and consumer
awareness; and

e Developing new services and business
models.

All of these methods are already part of the
industry’s strategy to combat piracy. However,
there is still much that needs to be done.

The root causes of piracy can be broken down
into three simple rules of access, quality and
cost. That is:

e |f there is a gap in supply, the pirates will
exploit the opportunity.

e If the retail price of content is perceived to be
too high, or higher than that which the
consumer feels justified given the quality of
that content, then the pirates will achieve sales
at a lower price®.

e If the conditions under which a product can
be acquired are perceived to be too strict, the
pirates will provide an easier alternative.

The above operates in an environment in which
the theft of intellectual property is not
considered by authorities and the judicial
system as a serious enough criminal activity to
warrant robust regulation, and where rich

5 Combating film theft

pickings are to be had from what remains a
low risk, high reward illegal racket operating in
the context of widespread ignorance of
intellectual property rights.

It is also important to recognise that not all
unauthorised copyright use is organised, nor is
it undertaken for financial gain.

The demographics of piracy

Large-scale physical piracy tends to be the
domain of organised crime. That s,
professional operations usually seeking refuge
in countries with a relaxed anti-piracy regime;
such as Pakistan, Russia, and some territories in
the Far East. In contrast, unauthorised Internet
downloading, in terms of P2P filesharing, is
typically the playground of juveniles and young
film buffs; teenagers and students who have a
high volume appetite for movies, but do not
necessarily have either the will or financial
ability to satisfy that appetite. The key
underlying difference is that there is no direct
economic gain for the Internet filesharers, as
there is for the professional pirates.

Professional commercial piracy is based on a
simple supply-and-demand rule, which takes
advantage of gaps evident in the ‘windows’
model of film distribution. Counterfeit discs are
made for next to nothing, and then sold on for
a profit to consumers who wish to see the films
quickly and cheaply.

Unauthorised Internet distribution is driven by



a similar urge to see the film quickly and
cheaply (or, as in almost all cases, freely).
However, the motivations are generally
different — so-called ‘filesharing”™ is not
necessarily for direct economic gain. It is done
for the supplier to get access to the files of
other sharers, and thus might be better termed
file  ‘exchange’. Therefore, there is a
‘community’ element that is usually not present
in cases of organised commercial piracy (it is
arguable that the supplier can become
perceived as a ‘Robin Hood' figure of sorts).

There is also another tier of activity, which can
be called ‘casual’ consumer unauthorised
practice. This is typically not carried out by
juveniles nor organised criminals, but the
average consumer using standard home
recording equipment to make copies of a
legally acquired or borrowed DVD or
videocassette for distribution on a one-to-one
basis.

Different types of unauthorised use of
copyright works are perpetrated by people
from different demographic backgrounds, who
will respond to different levels of regulation,
technical restrictions and education; a
combination of ‘carrot and stick’, education,
rewards and enforcement. For example, strict
legal measures may be the best way to deal
with piracy arising out of organised crime, or
‘insider’ leaks from film companies, but may
not afford the same effectiveness when dealing
with a 12-year-old uploading/downloading

movies in their bedroom. The tactic of
prosecuting (young) consumers may not only
be bad business practice, but may also act to
entrench and inflame negative feelings toward
the industry.

This understanding of demographics is crucial
if the film industry is to tackle piracy in a more
effective manner than the music industry has.
There is a strong argument that the music
industry derailed its own efforts to combat
piracy, and in many consumers’ eyes it
weakened its case by treating all ‘pirates’ in a
similar manner (the music industry’s experience
is discussed at length in the next chapter).

Legal framework for
combating piracy

Intellectual property is at the heart of the
economic and political challenges posed by
piracy as it touches upon the growth of
investment and cultural diversity. To sustain
cultural activities, the UK and the European
Union needs to protect and reward its creators
and investors for their specific contributions.
Failure to do so will seriously damage the ability
of artists and companies to make their works
and catalogues available.

Copyright protection in the UK

In the UK, the principal legislation on copyright
can be found in the Copyright, Designs and
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Patents Act 1988 (CDPA) (as amended). Part |
of the Copyright Act deals with the definition
and protection of copyright. It establishes
measures aimed at safeguarding authorship
and ownership of copyright, covers cases of
copyright infringement and provides for
remedies for copyright owners and licensees
(such as injunctions and damages).

In terms of copyright infringement, under
Section 107 CDPA, a person who possesses
pirated material essentially commits an offence
if he or she distributes or exhibits it, whether in
the course of a business or not. The CDPA also
renders illegal the possession of any device
designed or adapted to make copies of a
particular copyright work.

The CDPA is a major instrument to ensure
consumers are protected and that creators,
manufacturers and designers have the
incentive to innovate. Nevertheless, the
legislative framework still needs improvement
in the following areas:

e Burden of proof;
e Damages;

e Devices designed to circumvent copyright
protection;

e Enforcement of legal obligations for Trading
Standards;

e Protection for whistleblowers; and
e Camcording.

Pressure from bodies such as the Alliance
Against Counterfeiting and Piracy (AACP)*, has
resulted in progress being made in some of
these areas. For example, the Copyright etc and
Trade Marks (Offences and Enforcement) Act
2002, first introduced as a Private Member's
Bill, has gone some way to plugging gaps in
enforcement powers and bringing maximum
copyright theft penalties up to that of trade
marks (ten years’ imprisonment).

Key points in the 2002 Act are:

e The raising of the maximum penalty for

copyright offences — relating to making for sale
and dealing in copies infringing copyright, illicit
recordings of performances and unauthorised
decoders for the reception of satellite
broadcasts — to an unlimited fine and/or up to
ten years in prison.

e The improvement of, and in some cases the
introduction of, new powers enabling the
police to obtain a warrant for the search of
premises and the seizure of evidence of an
offence, so that warrants are available for all
the offences in the copyright and related rights
areas and in respect of trade mark offences.

e The introduction of new provisions on
forfeiture of illegal material which has been
seized during the investigation of such
offences, modelled on the existing forfeiture
provisions in trademarks law.

Furthermore, Kent County Council introduced
an important piece of local legislation in 2001,
which if extended nationwide in an improved
form, could give a significant advantage to
enforcement agents. The Kent Act 2001, which
came into force on December 2001, enables
Kent Police to investigate ‘occasional places of
sale’ (ie ‘car boot’ sales and irregular open air
markets) as likely places of disposal for stolen
or counterfeit goods. However, according to
FACT there have been no prosecutions of
organisers of occasional markets or of
landowners under the Kent Act 2001.

In  January 2002, the Home Office
commissioned Kent Criminal Justice Centre to
evaluate the introduction and operation of the
legislation on a national scale. The Act also
requires organisers of occasional markets to
provide 21 days notice to local authorities
about sales taking place — a tool for Trading
Standards Officers to monitor likely locations
for infringing and counterfeit items.
Introducing such a provision into UK-wide
legislation would appear considerably more
logical and economic, given that the likely cost
to each local authority to legislate individually
would be approximately £50,000 a time®.



(Legal measures to improve enforcement at
occasional markets are discussed further below
under the Enforcement section.)

There is also the implementation of the EU
Copyright Directive into UK law on 31 October
2003 (see below), which has brought with it a
tightening up of existing legislation; amending
existing provisions on circumvention of copy-
protection, giving much enhanced protection
for right holders, and clarifying the relationship
between exceptions and technological
measures in situations considered to be ‘fair
dealing’.

Limitations on when copying is not infringing
have been fairly robust. For example, the
existing exception for time-shifting (home
recording) in section 70 of the Copyright
Designs and Patents Act 1988 is tightened by a
requirement that the copy be made “in
domestic premises”. Such a copy may not be
sold, hired out, offered or exposed for sale or
communicated to the public. This means that
copies of films and programmes recorded for
later viewing cannot be used for other
purposes. Similarly, the taking of a photograph
of a broadcast work from the television screen
for private and domestic use remains excepted
from liability, but the photograph must be
taken in domestic premises and may not
subsequently be dealt with for commercial
purposes.

However, there are areas still open to debate —
raising serious issues of consumer rights: such
as, should there be a right to create personal
'back-up’ copies from legitimately purchased
DVDs? As the law now stands, it is a criminal
offence to make home copies of any copy-
protected work. To this end, in December
2003, Warner Home Video UK filed a civil
action for an injunction against US-based 321
Studios in the High Court, under the new 2003
Regulations. Warner alleged that 321 Studios,
which sells software enabling DVD back-ups to
be made (called 'DVD-X Copy’), circumvents
DVD copy-protection and is not ‘fair dealing’.

The response from 321 Studios was a claim
that consumers are fed up with buying digital
products, such as CDs and DVDs, which are not
always as robust as the industry claims. Hence,
according to the company there was a
legitimate consumer need to back up copies.

In early August 2004, 321 Studios ceased
operations apparently as a result of financial
pressures brought on by various lawsuits.

The following week, the MPAA announced the
successful resolution of the litigation that
began over two years ago. In a private
settlement with the motion picture companies,
321 Studios and its founders agreed to cease
selling its DVD copying software on a
worldwide basis. Rejecting the ‘fair use’
argument, the Courts decided that 321's
product enables circumven